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USER MANUAL

DECENTRALIZED CROSS-BORDER MESSAGING SYSTEM

GENERAL INFORMATION

Decentralized Cross-border Messaging System, hereinafter DCMS, is a software
package that provides decentralized exchange of financial messages between two or more
participants. It is a convenient, secure and low-cost tool for interbank settlements.

The key difference of the system is the impossibility of forced exclusion of participants, since
there is no single owner.

DSMS is an alternative channel for transmitting financial messages and does not exempt
from compliance with regulatory rules. DCMS can serve as a complement to existing
centralized systems such as SWIFT, SPFS, CIPS or could replace it. The main advantages
of DCMS include the absence of a central node, significantly lower payment costs, the ability
to use any currency, and compatibility with SWIFT messaging formats. One of the most
important features is the platform architecture, which allows achieving high performance
and horizontal scalability, unachievable in a classic distributed ledger based on blockchain.
The DSMS links the business processes of financial message transfer and liquidity. The
transfer of a financial message occurs through nodes that are correspondents in a future

transaction.

Documentation includes:

* Node configuration file

Nodes addresses for testing:

http://dcms.dev.dltc.spbu.ru:3001/
http://dcms.dev.dltc.spbu.ru:3002/
http://dcms.dev.dltc.spbu.ru:3003/
http://dcms.dev.dltc.spbu.ru:3004/



http://dcms.dev.dltc.spbu.ru:3001/
http://dcms.dev.dltc.spbu.ru:3002/
http://dcms.dev.dltc.spbu.ru:3003/
http://dcms.dev.dltc.spbu.ru:3004/
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GLOSSARY

Private Key

A key used in asymmetric encryption. A part of a key pair that is not published in the public
domain. Can be used for both encryption and decryption, depending on the algorithms used.

Public key
A key used in asymmetric encryption. The portion of a key pair that is not made publicly

available. Can be used for both encryption and decryption, depending on the algorithms
used.

Node
A deployed instance of the system core with loaded keys of a system participant

System participant
A system participant is a person (an individual or a legal entity) who has control over the

node(s) and the key(s)

Network address
IP address and port of the running instance of the system core

Node address
A fingerprint of the public key is used for addressing within the DCMS

Currency
A list of accounting units in the system

Base currency
The currency in relation to which all rates are set

Exchange rates
Coefficients in relation to the base currency for calculating limits and exchange rates for

currency conversion

Agreements

The main essence of the system. An agreement can be concluded between a pair of
participants and means trusting the public keys of the participants in the pair to each other.
Limits

When concluding an agreement, it is assumed that each participant in the agreement will
set limits. Limits are set both generally and for each currency.

Setting a limit in a specific currency means the possibility of transferring liquidity between
the participants in the agreement. It is also a risk management tool and the basis for auto
clearing.

DSMS network
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A set of nodes in a system that form a connected graph. There may be a number of
independent DCMS networks.

Balances
Balances formed during the process of transmitting messages across agreements

WSS channel
A secure channel for exchanging messages between parties to agreements

Message
Message about the transfer of funds. The recipient can be any node of the DCMS network.

It can be informational if the amount specified in the message is 0.

Information message (Intention)
Information message about the transfer of funds. The recipient can only be a node from the

list of Agreements.

LAUNCH PAGE

Expand node

or load existing keys

Pick file

POINTS OF INTERACTION

Expand node
Launches the DCMS service with the previously saved configuration or creates a new one.

Select and upload a configuration file
Using the “Select file” field, select the configuration file, which should be a json file according

to the scheme described in config/config-schema.json.

When you click the “Load” button, the service will be automatically launched with this file.
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MAIN PAGE
Main page
Settings Node configuration
Base currency Choose language
RUB v English v

Turn on node discovery

List of discovered nodes ’ Connection Requests ‘ Current Agreements

Send invite
Public Key

Type in partner's public key

Address

Type in address and port of partner's node

OPERATOR PANEL

Basic settings
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Settings Node configuration
Base currency Choose language
RUB v English v

Turn on node discovery

List of discovered nodes ’ Connection Requests ‘ Current Agreements

1. Base currency

Allows you to select the primary currency from those added to the system by the user. If no
currency has been added to the system at the moment, the message “No currencies” is
displayed.

2. Choose language

Allows you to change the interface language. Available languages as of this document date:
Russian and English.

3. Turn on node discovery

Enables/disables publishing of core information to the discovery service. If the "Turn on
node discovery" box is checked, each new publication occurs when the information
published in discovery by the user changes, as well as every 60 seconds.

4. Node configuration

Node configuration X

Public key MIIC0zCCAbugAwIBAgIBATANBgkghkiGOWOBAQsFADAAMBAXDTIOMTAXODEwM
Dk1MVoXDTI1MTAXODEwWMDk1MVowADCCASIwDQYJKoZIhveNAQEBBQADggEPA
DCCAQoCggEBAMITUIOhODNzAjezuFiKmn4Tf4ex/8Z/d31k4Y TkHhYQIwWTTXa+rE6
wix2Y6f6KCo3fewYIRRR5br5+Z9nGW24dfiNRXqSaRNHYxIk0ZtYDuxgCKvbdKkm
DXiRLvyj+BetxKrFliqgUjE+IsLYqcpVJ6IgtsPUGKEN9th8qCPanTOKppc7pP6x+0oM7Vb
Xf4q9BDkWi9CHGVOKANo/VFW+SvOWXMR8xYaCnCmN9udpZdm2dZgwrNwAjw
WCeyBWxunF6/x0xIU8LIMTkZYalPRZEEHcJCdvM1GdGhVikKRxJYiWQjLCg9yjed
R5/VOHSMcZakyrDQaP3leADImOUGuUKo+ECAWEAAaNYMFYwDgYDVROPAQH/BA
QDAgWgMBOGATUdJQQWMBQGCCsGAQUFBWMBBggrBgEFBQCDAJAMBgGNVHR
MBAf8EAJAAMBCcGAIUJEQEB/WQNMAUCCWxVY2FsaG9zdDANBgkghkiGOWOBAQ
sFAAOCAQEASz6JFNtjFcXaH9039ciqxUeWiPik1urZ376DcIXifAEeUSX30+L3+HIQ
s6+0YsaxueUzjh/h9YVXAGHZwc1fPdIi72ENHAzg/9sEyuOleZouKd2rgnHAfncZzn
N2HPEgSFsPfCJLVEVIOgwIVmgnQg0ZdjGsZZkHfvQPttmGw4jnDSploEFM3pP9jM
Xx70fK57Y+2udsvxJScKQ82RMr6es8oXiRfp0Y+Q3jQ5jQAMYVALGZFzyak3nMQRtx
H5LjVsKHZDItpyeLN/UzWNHFJEdSEIFYAk4llhclg7vHTG4cnJDYRAVRhTkyu+CWK3
rYiytDFvJNtwODNm37Gfxnzqw==

Key print 3d:eb:ba:0a:d1:8f:80:40:6c:34:2f:c9:9e:25:3c:al
Node's address http://60d2bd27d837:8081
Additional info BIC: 579931112 SWIFTCODE : BAKAAAAAXXX

Exchange rate : RUB/RUB - 1.0 | 1.0 USD/RUB - 94.0 | 98.0

Download configuration file
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Allows you to get technical information about the node kernel.

Get a list of available nodes
Takes you to the “List of discovered nodes” page

Agreement requests
Takes you to the “Connection requests” page

Current agreements
Takes you to the “Current agreements” page

SEND INVITE

Send invite

Public Key

Type in partner's public key

Address

Type in address and port of partner's node

brics-pay.com

Allows you to send an invitation bypassing the discovery service using the public key and

the partner's address.

CURRENCY EXCHANGE RATES

Currency exchange rates »~

Add currency wv

Currency Limit coefficient Buy coefficient
RUB 1.0 1.0
usD 85.0 84.8

Sell coefficient

1.0

85.3



¢ BRICS PAY

CONSORTIUM brics-pay.com

1. Adding currency

This is done using the “Add currency” button.

2. Changing the rate

To change one of the coefficients, you can simply change the value of the coefficient in the
table.

Two exceptions: the limit coefficient and the sale of the main currency. They should not be
changed.

ADDITIONAL SETTINGS

In addition ~

Additional Settings

Commission

Set fees for all curencies

Fee in base currency Share
0 0

Timeout

Max timeout, seconds

10000
Transfer timeout, seconds Confirmation timeout, seconds Discovery timeout, seconds
10 10 5000
Node's info
Node's id
node2

Additional info about node
BIC: 579931112
SWIFTCODE : BAKAAAAAXXX

Synchronizing the configuration of agreements v

Allows additional configuration of the system core.
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PAYMENTS

Main page

Operator's menu

MoucK... Q
Sort by Status
Sort by new v All
Date From
2024-10-18T10:12:56Z nodel

1. Create payment

To

node2

brics-pay.com

Create payment

v
Receiver Amount Status
node2 100 RUB Confirmed

The button takes you to the payment creation page.

2. Payments table

Displays all payments that have been processed by the system core. Clicking on a line with

one of the payments takes you to a page with details about that payment.

NODE LISTS
LIST OF AVAILABLE NODES

Operator's menu > Discovered nodes

Discovered nodes

Node's .

name Key print

Root 52:d7:fb:42:90:18:92:25:d7:
33:54:91:34:¢9:3e:af

node1 1a:e6:58:ad:12:c4:c8:5:92:
89:01:9b:e0:58:32:25

node2 3d:eb:ba:0a:d1:8f:80:40:6c:

34:2f:c9:9e:25:3c:al

Publication date

Manual addition

2025-04-
14T705:20:38Z

2025-04-
14T705:40:45Z

Add node

Additional info

BIC: 579931112 SWIFTCODE :
BAKAAAAAXXX

Exchange rate : RUB/RUB - 1.0 | 1.0
USD/RUB - 1.0 | 1.0

BIC: 579931112 SWIFTCODE :
BAKAAAAAXXX

Exchange rate : RUB/RUB - 1.0 | 1.0
USD/RUB - 94.0 | 98.0
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Displays nodes that the system has discovered using the discovery service, as well as
nodes that have been added manually by the user. See the section “Add node”. Clicking on
the “Node’s name” line will take you to the node page.

LIST OF RECEIVED REQUESTS

opa > 3anpocsi Ha cornaweHm

3anpockl Ha cornaliexue

Wma yana OTneuatok knioya [ara ny6nnkaynn [ononuutensHas MHOOPMaLus

Eb-be-53:67:26-b2:36:18:15:88-00-da-ec-3d" BIC: 579931112 SWIFTCODE : BAKAAAAAXXX
nodel 65:5b:be:53:67:26:b2:36:18:15:88:ee:da:ec:3d:57 MNy6nukauum He obHapyxeHo Kypc : EUR/RUB - 1.0 RUB/RUB - 1.0

Displays a list of nodes from which the core has received a request to conclude an
agreement. Clicking on the “Node’s name” line will take you to the node page.

LIST OF CURRENT AGREEMENTS

Operator's menu > Current agreements

Current agreements
Node's Key print Publication date Additional info
name yp
BIC: 579931112 SWIFTCODE :
nodel 1a:e6:58:ad:12:c4:c8:€5:92:8 2025-04- BAKAAAAAXXX
9:01:9b:e0:58:32:25 14T05:20:38Z Exchange rate : RUB/RUB - 1.0 | 1.0

USD/RUB - 1.0 | 1.0

Displays a list of nodes with which agreements have been concluded. Clicking on the
“‘Node’s name” line will take you to the node page.
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ADD NODE

Add node

Node name *

nodel

Public key *

Node's address

Exchange rate

USD/RUB : 79

Additional info

BIC : VTBRRUMMXXX

When you click on the “Add node” button, a form will open that will allow you to manually
add a node to the system memory, bypassing the discovery service.

10
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NODE PAGE

Operator's menu > Go back to list > nodel

nodel

Public key MIIC2TCCAcGgAwIBAgIBATANBgkqhkiGOWOBAQsFADAAMBAXDTIZMDkyOTE4MDkwNVoXDTIOMDkyODE4MDk
WNVowADCCASIwWDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBALXmMp2xRn//QmIliKYLNQUyySnronm59criOv
XxODbify/t6SxJGqVW1KQyIQ7Bo0Z0OvPQIQXDb2wuJ3Ur7SVt1TaSmpMXGKNmwCncwQN/MObGw6f/99CFeBpWkr
/JUFbtRdXCeYSHS40EhoEW13ygjaU69xptFIvu89NiwO3GuU8cJIxtKmwER6D+6Kp96jcoHjrL/h7+EY76laiZ2gseeg
k2Ugy8c0a9nb3q01fwKS8k813BulOcTsFirORQMOOGXS11tFRTp4vOKAM21/2NNd5FRbJZFSIq3cczeKJA9PaxPhm
AZIsrJJsRR+sVWwOLCWtxK41HrsNgQW74jq1UOvOCAWEAAaNeMFwwDgYDVROPAQH/BAQDAgWgMBOGA1UdJ
QQWMBQGCCsGAQUFBwMBBggrBgEFBQcDAJAMBgNVHRMBAfS8EAJAAMBOGATUAEQEB/WQTMBGCCWxVY 2Fs
aG9zdIcEwKgACzANBgkqhkiGOWOBAQsFAAOCAQEAC3kpdXYkJEx2y8t301FI9CGI6XRXT/60uMg9TnYKO6cMKX1
JvycjNIkgUR/5kpzL9I2Wfcx0th/AS5cS6JuSIU7Y614hKHEe3LmIQSISqxAGW2wfvy2sqXIhttSJy9pkS5Y8+BVj/Cx3Ziq
Nvbc2QVTwvNgFu+Fj0YwrzHOBA9Zw4DHAYa85Ryj/20TpxP8wUmFXt/ULoP9CgpWPue36jBalN33Nf2VXEIETPjp
V80Pb3T6/dXuPelgf1BXILRafBjCdMcOboo9WAG4ABorAk9UswR14724hXjuNAFtEoXIgNsXgHU44JXEaAPpUJwI2
r0zI234QMABnM+1a2JLkDQ3g==

Key print a7:7¢:60:4b:72:d1:59:7e:de:15:ab:fc:f1:0b:60:59
Publication date 2025-04-14T720:40:57Z

Additional info BIC: 579931112 SWIFTCODE : BAKAAAAAXXX

Send another request?

creste payment

Momck Q
Sort by Status Type
Sort by new v All v All v
Date From To Receiver Amount Status
2024-10-18T10:12:56Z nodel node2 node2 100 RUB Confirmed

The Payments tab is similar to the Payments tab on the main page.
Important: Setting limits and creating intents is only available if an agreement has already
been concluded with the node.

Information about the node and concluding an agreement

11
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Operator's menu > Go back to list > nodel

nodel

Public key

Key print
Publication date

Additional info

‘ Send another request?

brics-pay.com

MIIC2TCCAcGgAwIBAgIBATANBgkghkiGOWOBAQsFADAAMB4XDTIzMDkyOTE4M
DkwNVoXDTIOMDkyODE4MDkwNVowADCCASIwWDQYJKoZIhveNAQEBBQADgQEP
ADCCAQoCggEBALxmp2xRn//QmIliIKYLNQUyySnronm59criOvxODbify/t6 SxJGqV
W1KQylQ7B0o0Z0OvPQIQXDb2wuJ3Ur7SVt1TaSmpMXGKNmwCncwQN/MObGw6f/9
9CFeBpWkr/JUFbtRdXCeYSHS40EhoEW13ygjaU69xptFlvu89NiwO3GuU8cJxtKm
WER6D+6Kp96jcoHjrL/h7+EY76laiZ2gseegk2Ugy8c0a9nb3qO1fwKS8k813BulOcT
sFirORQMOOGxS11tFRTp4vOKAM21/2NNd5FRbJZFSIq3cczeKJA9PaxPhmAZIsrdJs
RR+sVWwOLCWtxK41HrsNgQW?74jq1UOvOCAWEAAaNeMFwwDgYDVROPAQH/BA
QDAgWgMBOGA1IUdJQQWMBQGCCsGAQUFBwMBBggrBgEFBQcDAJAMBgGNVHR
MBAf8EAJAAMBOGATUJEQEB/WQTMBGCCWxvY 2FsaG9zdIcEwKgACzANBgkghki
G9WOBAQsFAAOCAQEACc3kpdXYkJEx2y8t301FI9CGI6XRXT/60uMg9TnYKO6cMKX
1JvycjNIkgUR/5kpzL912Wfcx0th/A5¢cS6JuSIU7Y614hKH6e3LmIQSISqgxAGW2wfvy2
sgXlhttSJy9pk5Y8+BVj/Cx3ZigNvbc2QVTwvNgFu+FjOYwrzHOBA9Zw4DHAYa85R
yj/20TpxP8wUmMFXt/ULoP9CgpWPue36jBalN33Nf2VXE1E1PjpV80Pb3T6/dXuPelgf
1BXILRafBjCdMcOboo9WAG4ABorAk9UswR14724hXjuNAFtEoXIgNsXgHU44JXEa
APpUJwI2rOzI234QMABnM+1a2JLkDQ3g==

a7:7¢:60:4b:72:d1:59:7e:de:15:ab:fc:f1:0b:60:59
2025-04-14T720:40:57Z

BIC: 579931112 SWIFTCODE : BAKAAAAAXXX

Create payment

Technical information about the node and the agreement status with the node.

If there is no agreement, the “Send request” button will be displayed. Clicking on it will send

a request for an agreement to the node.

If the node accepts it, the agreement will be concluded and the button will change to the

“Break” button. Clicking the “Break” button will break the agreement and add the node to

the blacklist.

If an agreement has arrived in our core, there will be an “Accept agreement™button.

Manual setting of limits.

@ BXOAAWMA BANIOTHYIA NAMUT

1000000 EUR

The “Limits” tab shows the limits set at this point. When you click the “Set Limits” button, a

window appears that allows you to set limits manually.

12
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INTENTS AND LIMITS

Limits Payments Request limit Incoming requests Request a limit

@ Purpose Amount Status

Total limit 100 / o0 For all bills 10000000 USD In processing

In the “Request Limit” and “Incoming Requests” tabs, you can view the intents that are being
considered and those that have already been closed. Clicking on an intent in the table will
take you to the page for that intent.

New intents can be created using the “Limit Request” button.

Request a limit

Currency

usD

Amount

10000000

Purpose

[ Some message ]

INTENT PAGE

On this page, communication between nodes takes place regarding the setting of a

particular limit for a specific currency.

13
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Creating a payment

Go back > Payment creation

Go back to payment's list

New payment Draft Fill in from swift file

Currency AED v
Amount 1000000
nodel
To a7:7¢:60:4b:72:d1:59:7e:de:15:ab:fc:f1:0b:60:59
Max accepted fee 0.02

[o6aBuUTb BNOXEHHOE CoobLLeHne

Payment purpose Test payment in AED

Encrypt data

You can go to the “Create payment” page from the “Payments” tab on the main page, as
well as the tab of the same name on the node page.

When you fill in all the fields and click the “Send” button, the payment will be created and
will begin to be processed and sent.

14
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PAYMENT PAGE

Go back to payment's list

Payment's info Confirmed

Amount 100

Currency RUB

From Transfered by - nodel

To Transfer to node - node2 End receiver is node2

Max accepted fee
Transfer's purpose
Time of transfer
Time of confirmation

Show detailed info ~
Sent message

Message body

Sender
Signature
Timestamp

Final addressee

100

TEST TRANSACTION 2
2024-10-18T10:12:56Z
2024-10-18T10:12:56Z

{"sid":"4c4326¢9-2f2c-4864-8ace-de2d055d6226","data":{"id":"6094fd5b-906b-498a-b430-
3d2471006341","receiver":"3debba0ad18f80406c342fc99e253cal","currency":"RUB","amount":"100
" "path":null,"text":"TEST TRANSACTION 2" "transferDeadline":"2024-10-

18T10:13:06Z" "confirmationDeadline":"2024-10-18T10:13:16Z","discoveryDeadline":"2024-10-
18T11:36:36Z","encoding":"none","max_fee":"100","dest":"3debba0ad18f80406c342fc99e253cal","s
ource":"1ae658ad12c4c8e59289019be0583225" "parentld":"2095bfa9-2585-47f7-b4d3-
c67ea2e08001","sign":""},"timestamp":"2024-10-
18T10:12:56Z","tag":"","status":"sentStatus","commentary":""}

node1 fingerprint (1a:e6:58:ad:12:c4:c8:€5:92:89:01:9b:e0:58:32:25)
RSA oK
2024-10-18T10:12:56Z

node2 fingerprint (3d:eb:ba:0a:d1:8f:80:40:6¢:34:2f:c9:9e:25:3c:al)

On the payment page you can see detailed information about the payment.

— c=e —
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